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I. 1. BOi canh

|
Ngay 13/01/2010 'I:hﬂ tudng Chinh phu phé duyét
Quy hoach phat trién ATTT sO quoc gia, vGi 4 muc tiéu
chinh:
* Pam bao an toan mang va ha tang thong tin
« Pam bao an toan cho dir liéu va ung dung CNTT
- Phat trién ngudn nhén luc va i'ng dung CNTT
-  MOGi trucong phap ly vé ATTT




I. 1. BOi canh

|
Nam 2010, nganh Tai chinh bat dau dinh hudng xay
dung dé an “bBam bao an toan bao mat thong tin
nganh Tai chinh”
B Pham vi: cac don vi thuéc B6 Tai chinh
B Thdi gian: 2011-2015 va dinh hudng dén 2020
B Can cu:
v Quy hoach phat trién ATTT qudc gia vira dugc
phé duyét
v" Nhu cau ATTT hoat d6ng nghiép vu cua nganh
Tai chinh
v Hudng dan cta bd tiéu chudn ISO
27001/27002




I. 2. Bac thu cua Nganh

0 BTC la mot BO I6n da nganh (Thu€, KB, HQ..)
hoat dong nghiép vu theo nhiéu mo hinh khac
nhau

O Co6 pham vi trai rong trén toan qudc, tu TU tdi
tinh, huyén (c6 nhitng nghiép vu téi cap xa)

O Dang trong qua trinh chuyén dodi: tich hgp, lién
két, tai cau truc

O Dang trién khai cac du an 16n ca vé thé ché va
cong nghé: dé an 30 vé CCHC, cac dé an hién
dai hoa hé thong KB, Thué, Hai quan..




I. 2. Cac xu hudng Ung dung ICT dé hién
dai hoa nghiép vu nganh Tai chinh

O Xu huéng tap trung hoa: cac i'ng dung trong Nganh tirng budc
nang cap theo mé hinh tap trung tai trung uong. Ngudi dung cudi
giao dich nghiép vu online v&i CSDL tap trung & trung ucng. Vi du:
bai toan quan ly thué TNCN sé thiét ké theo mo hinh tap trung

O Lién két chia seé thong tin: lién két trong Nganh gi(ra hé théng
Thué&, Hai quan, Kho bac va Ngén sach dé trao ddi théng tin vé
thu-chi Ngan sach. Lién két v&i bén ngoai: Thué, Hai quan, Kho
bac lién két véi hé théng Ngan hang dé hdp ly hod quy trinh thu
thué qua ngan hang. Vi du: cdng TTDT Hai quan

O Xu huéng ddy mang cac dich vu tai chinh cdng truc tuyén,
Du ki€n tu nay cho dén 2015 sé co khoang 96 dich vu tai chinh
cdng sé& dudc cung cdp cho ngudi dan, td chiic, doanh nghiép qua
mang Internet & muc 3 tré Ién theo bang phan loai cua BO TTTT. Vi
du: khai HQ dién t&, nOp tG khai thué qua mang Internet




I. 2. Cac thach thuc

0 Can chuan hoa lai cdc chuan clua cac hé théng
con dé c6 thé lién két, tich hgp

0 Tinh md cua hé thong cao hon, hé thong sé co
nhiéu diém két ndi v3i Internet, 1a ngudn gdc
cho cac hiém hoa de doa su mat ATTT cua hé
thong.

0 VGi han 7 van ngudi dung cudi trong Nganh,
tinh tuan thu cac quy ché ATTT chua cao, chua
coé mot hé théng giam sat an ninh thong tin
hoan chinh cling Ia mo6t thach thidc cho ATTT
cua Nganh




HTTT thong nhat Nganh tai chinh
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I.

O

3. Cac dinh hudng chinh vé ATTT

Ap dung tiéu chudn ISO 27001/27002 va xay
dung hé théng quan ly an toan thong tin
(ISMS) nganh Tai chinh

Xay dung hé thong chinh sach va kién truc
tébng thé ANTT nganh Tai chinh

Cung cb6 hé thong an ninh mang

Ap dung chit ky sé trong giao dich tai chinh
dién tu




I. 3. BDinh hudng ap dung tiéu chuan
1SO27001/27002

L

=

Cach ti€p can truyén thong: chi tap trung vao an ninh

mang

Cach ti€p can theo ISO 27001/27002:

B ANTT phai ddm bao 3 yéu t&: bdo mat, toan ven va san
sang

B ANTT bao gom khong chi ha tang ky thuat ma ca quy trinh
nghiép vu, quy trinh quan ly va co ché t6 chirc, con ngudi

B ANTT phai thuc hién thudng xuyén lién tuc theo vong lap P,
D, C, A.

B ANTT bat dau tir viéc liét ké ra soat tai sdn CNTT, phan tich
cac diém yéu va cac mdi de doa tUr d6 xac dinh dudc cac rui
ro va xay dung cac bién phap khac phuc céac rui ro




I. 3. Van dé gap phai khi ap dung tiéu
chuéan 1S027001/27002

ISO 27001/27002 co pham vi la ca hé théng thong
tin cua dan vi trong khi Bo Tai chinh tap trung vao hé
thong thong tin dién tu (tai nguyén so chd khong
phai moi loai tai nguyén cua don vij)

ISO 27001/27002 dudgc thé hién bang mdt hé théng
phan loai va liét ké cac yéu cau va giai phap cho
ANTT

ANTT chua thé hién bang moét hé th6ng mé ta co kién
trdc va lién két cac thanh phan, theo cu phap do thi
dé thuén tién cho viéc quan ly thay doi, téi vu hod
hoat dong ANTT
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I. 3. Binh hudng

Xay dung kién tric tong thé an ninh thdng tin
(Enterprise Information Security Archi tecture,
EISA) nhu 1a mot bd phan cla kién tric tong
thé Hé théng thong tin (Enterprise
Architecture, EA).

O Cach tiép can nay lan dau tién dugc Gartner dé xuat trong

bai bao “Incoporating Security into the Enterprise
Architecture Framework” 24/1/2006

O Trong lan lam viéc véi BTC cudi nam 2009, cac chuyén gia
viét kiéu cling dé xuat cach ti€p can tuong tu qua khai
niém “Information Assurance Architecture” (IAA)
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I. 4. Kién triac tdng thé

Cé rat nhiéu dinh nghia cho khai niém EA, ta cé thé hiéu:

Kién tric téng thé (EA) cua mdt hé théng théng tin 1a cach
nhin cta hé thong théng tin dudi mot ki€n truc mach lac, dac
ta dugc moi quan hé gilra kién truc cua hé théng IT va kién
trdc cua hé théng nghiép vu. EA mo ta cach thdc 2 kién trac
nay tudng hop vd3i nhau dé hé théng IT ho trg mdt cach cé
hiéu qua cho hé théng nghiép vu cua td chirc.

Muc dich cua EA la t6i uu hod gia tri cia té chirc bang cach
dau tu ing dung IT. Néu hé thong IT khéng dap Ung dudc yéu
cau cua hé théng nghiép vu thi viéc dau tu cho IT la lang phi.
Ngudgc lai néu hé théng nghiép vu khéng ap dung IT thi hoat
dong sé khong cé hiéu qua

Hién nay c6 cac cong cu dé xay dung EA gan vdi cac cdu phan
cua nghiép vu va IT do vay sé dé dang han trong viéc quan ly
su thay ddi (Rational cia IBM, TOGAF v9 phat trién bdi
Architecture Forum.. )
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I. 5. Kién tric tong thé ANTT

Thé hién ANTT dudi dang mot kién tric tdng thé ATTT sé
co cac Igi ich sau:

Kién truc tdng thé ANTT sé& cho phép sau nay lién két vao
kién truc EA, nhu moét phan cua EA.

Xay dung kién tric tong thé ANTT sé gilp ching ta tuén
thu chat ché cac bd tiéu chudn ISO 27001/27002

Trién khai ki€n tric tong thé ANTT sé thuan Igi han cho
viéc gan két cac bd phan trong hé théng trong viéc phat
trién cac nguyén tac, chinh sach, thu tuc ANTT va do vay
sé tiét kiém chi phi khi phat trién 'ng dung, ndng cép ha
tang va quan ly ANTT cua tb chic
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I. 5. Kién trdc tdong thé ANTT

Con ngudai

Chinh sach
Quy trinh nghiép vu
Cac Ung dung
D{r liéu , thong tin

Ha tang ky thuat
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I. 5. Kién truc ANTT I6p mang

Kién tridc ANTT I6p mang bao gom
B Gateway security
0 Firewalls
O IPS/IDS
0 Network Access Control
B Server Security
O Authentication and Authorization
O IP Security
O Content Filters
Ki€n tric mang ( VPN, 3 I6p..)
m Client Security
O Malware (computer viruses, worms, trojan horses, spyware,
dishonest adware... )
0 Endpoint solution
B Mobile and Wireless Security

B Physical Security (Data Center..)



http://encyclopedia.thefreedictionary.com/Computer+worm
http://encyclopedia.thefreedictionary.com/Trojan+horse+(computing)
http://encyclopedia.thefreedictionary.com/spyware
http://encyclopedia.thefreedictionary.com/adware
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II. 1. Xay dung ha tang chi'ng thuc s6 BTC
-B6i canh

|
Mot trong nhitng nhiém vu trong tam cua
Chinh phu va khoi cac B6 nganh trong nam
2010 va céc nam tiép theo la ddy manh CCHC.
“Peé an 30 tiép tuc la mot nhiém vu trong
tam trong chi dao, diéu hanh cua Chinh
phu ti nay dén hét 2010 nham tao méi
truong cong khai, minh bach va thuan Igi
nhat cho ngudi dan va doanh nghiép”

Céng TTPT CP
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II. 1. Chi thi 34/2008/CT-TTG V& ting
cuong su dung thu dién tu

O “Nh’ng vdn ban dudc chuyén qua hé thdng
TDT phu hgp véi quy dinh cua phap luat vé
GDDTco gia tri phap ly tudng ducng vai van
ban giay trong giao dich gilra cac cc quan NN
va cd quan gui khéng phai gui thém van ban
giay”

0 “Khi phat hanh van ban giay, tru nhirng van
ban mat, ngoai viéc gui van ban tdi ngi nhan
theo cach thong thudng, phai gui van ban dién
tr..”
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II. 1.B0i canh

O Vua qua, Ngan hang thé gidi da cong b6 bang
x€p hang chung vé mdi trudng kinh doanh,
Viét nam bij tut 2 bac so v8i nam trudc, tu
91/181 xudng 93/183.

O Viéc danh gia dua trén 10 tiéu chi trong do6 co
thu tuc thanh lap DN, thu tuc hoan thanh nghia
vu nop thué..

O Theo dod, trong 1 nam, DN Viét nam phai danh
tdi 1050 gid lam viéc cho cac thu tuc vé thué
va 32 lan dén nop thué cac loai trong khi d6 s6
gid trung binh trong khu vuc chi la 227 gid
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II. 1. B6i vOi Nganh tai chinh

O Cai cach hanh chinh
B Theo dé an 30 cua CP, B6 Tai chinh da ra soat va

tdbng hdp dudc 840 thu tuc hanh chinh, trong dé
nganh Thué cé 153, hai quan 197 thu tuc..

(Website BTC: www.mof.gov.vn)

[0 Ung dung ICT d€ hién dia hod nganh, chuyén
cac dich vu tai chinh tu méi trudng truyén
thong sang moi trudng dién tu
B Thu tuc hai quan dién tu
B NOp td khai thué qua mang
B Giao dich n6i b6 (bdo cao thanh tra..)
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II. 1. Ap dung chif ky s6 trong cac giao dich tai
chinh dién t&r - Cd sd phap ly

01 R I

O

Luat GDBDT 51/2005/QH10

NP 57/2006/ND-CP

ND 26/2007/ND-CP

NP 27/2007/ND-CP

NP 35/2007/ND-CP

TT 78/2008/TT-BTC

Qb 20/2007/QD-BBCVT mau quy ché chitng thuc chit
ky sO

Qb 59/2008/QPD-BTTTT danh muc tiéu chuén bat budc
ap dung chi ky s6 va ching thuc ch{ ky s6
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II. 2. Nhu cau su dung ch{I ky so trong
CCHC-HPH nganh TC

O O

O

Nhu cau chung cua Nganh phuc vu CCHC va HbH

Nhu cau trong giao dich ndi bo

B Trao ddi sb liéu nghiép vu (bdo cdo thanh tra.)

B  Quy ché s dung hé théng email (Chi thi 34 ngay 3/12/2008
cua Thu tudng CP)

B Luu trir A liéu

Nhu cau giao dich véi DN, t6 chi’c, ngudi dan
B Thué

B Hai quan

m KB, CK..

Nhu cau giao dich vdéi cac co quan CP

m VPCP

B Cac B6 nganh

23



II. 3. Ap dung chi ky s6 trong cac giao
dich tai chinh dién tu

0 G2B va G2C su dung CA cbng cong
[0 G2G st dung CA CP do Ban cd yéu thiét lap

0 G2g su dung CA chuyén dung (giao dich cua hé
théng KBNN v@i cac ngan hang, su dung CA
chuyén dung cua ngan hang)

24



II. 3. Qua trinh trién khai

O 12/8/2009 BTC ky Qb chap thuan s dung CKS cua VNPT cho
giai doan thi diém du &n “ndp hd sc thué€ qua Internet”.

O 14/8/2009 TCT bat dau trién khai thi diém du an tai TP HCM

O 28/8/2009 BTC ky thoa thuan hdp tac vaéi VNPT vé viéc ap
dung chir ky s6 trong giao dich hanh chinh dién tur.

O Dang phoi hgp VDC/VNPT va FPTnghién cltu ap dung cho thu
tuc hai quan dién tu

[0 Ban co yéu dang thiét Iap SubCA-BTC tai trung tam chi'ng thuc
dién t& chuyén dung CP va ph6i hgp BTC dua vao mot s Ung
dung ndi b6 nganh Tai chinh

O Cob k& hoach phéi hop véi hé théng ngén hang dé st dung chif
ky sO6 va CA chuyén dung cua ngan hang trong cac giao dich
TC-NH
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II. 4. S’ dung CA cong cong- bai toan nop
td khai thué qua mang

Po6i tuong su dung:
B Nhilng t6 chiic, doanh nghiép dang hoat déng.

B Thuc hién ké khai thué bang phan mém (ng dung
HTKK phién ban 2.1.0i.

B Dudc cadp ching thu s6 hgp |é va con hiéu luc.
B CO két ndi internet, cé dia chi thu dién tir 6n dinh.
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II. 4. MO hinh nop to khai thué qua mang

Hé thong

— : CNTT co
co dich vu : ; x

st dung PKI ho tro PKI

Ngudi dan
va doanh
nghiép
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I1. 4. Hiéu qua

|

B Cai cach tha tuc ké khai thué, doanh nghiép giam
dwoc chi phi, thoi gian va nhan lwc thwc hién
nghia vu ké khai thué:
v Khéng phai in t& khai va bang ké bang giay:;
v' Giam thoi gian di lai, thoi gian chd doi nép t& khai;
v Gép phan tadng cwdng ap dung CNTT trong doanh

nghiép.

B Co quan thué gidm nhan lwc tiép nhan t& khai;
viéc x& ly t& khai thué nhanh chéng, chinh xac;
giam chi phi, nhan lwc lwu triy, tra ctru t& khai.

B Nang cao dwoc hinh &nh ctia co quan thué
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I1.4. Pham vi trién khai ndm 2010

S , Nim 2010 Tong so
:W Q3 04 Téng
1 | Ha Noi 254 | 500 1.000 | 1.500 | 3.000| 3.254
2 | H6 Chi Minh 110 1.500 | 1.500| 3.000| 3.110
3 | PaNing 35 200 200 400 435
4 | Ba Ria-Viing Tau 36 200 200| 400 436
5 | Quéang Ninh 200 200
6 | Hai Phong 200 200
7 | Hai Duong 200 200
8 | Khanh Hoa 200 200
9 | Pong Nai 200 200
10 | Binh Dwong 200 200
Tong cong 435 8.000 | 8.435
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II. 5. S dung CA Ban cd yéu trong

giao dich noi bo

LDAP Mang chuyén dang
Chinh Phu
(

. MPLS 256Kbps
b b
S &
Timestamp Certificate Public
information
Ban co yéu

HTTT

LRA Kho bac

VPBTC +

)
S
@

Public
information

Timestamp

Bo Tai Chinh

LRA Hai quan
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Cam adn!
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